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Annex 2
Data Processing Agreement 
Made and entered into by and between 
Company name: 		[*] 
Principal Office: 		[*] 
Incorporation No.: 	[*] 
Tax Reg. No.:		[*] 
Represented by:		[*] 
E-mail:			[*]
DPO:			{Name and contact details of Data Protection Officer- if appointed} 
as Data Controller (hereinafter referred to as the "Data Controller") and
Company name:		Done IT Innovations Kft.
Principal Office: 		9027 Győr, Balassi Bálint utca 18.
Incorporation No: 	08 09 031767
Tax Reg. No.: 		27903676-2-08 
Represented by:		Péter Juhász, Managing Director
E-mail: 			hello@doneit.hu 
DPO:			ProperProcess Kft. (info@properprocesskft.info.hu | + 36 70 336 9180)
as Processor (hereinafter referred to as the "Processor").
This Data Processing Agreement applies to the TalentX AMS software services the Processor provides to the Data Controller (hereinafter the Services).
If any provision of this Data Processing Agreement (DPA) would be inconsistent with the Terms and Conditions of Services, this DPA shall prevail. Terms not defined in the GDPR or the Hungarian law (if any) shall have the meaning given to them in the Terms of Service.
Definitions
· 'Personal data' means any information relating to an identified or identifiable natural person ('data subject'); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.
· "Sensitive data" means the processing of personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs or trade-union membership, as well as genetic data and biometric data for the purpose of uniquely identifying natural persons, health data and personal data concerning the sex life or sexual orientation of natural persons.
· "Personal Data of the Data Controller": means personal data processed by the Data Controller, for the processing of which the Data Controller uses the Processor.
· "Processing" means any operation or set of operations which is performed upon personal data or on sets of personal data, whether or not by automated means, such as collection, recording, organisation, structuring, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction.
· "Data Controller" means a natural or legal person, public authority, agency or any other body which, alone or jointly with others, determines the purposes and means of the processing of personal data; where the purposes and means of the processing are determined by the law of the European Union or a Member State. The specific criteria for the designation of the Data Controller may also be determined by Union or Member State law.
· "Processor" means a natural or legal person, public authority, agency or any other body which processes personal data on behalf of the Data Controller.
· "Joint Data Controllers": the purposes and means of processing are determined jointly by two or more Data Controllers. 
· "Data breach" means a breach of security that results in the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed.
· "Data Protection Regulation or GDPR": REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL (General Data Protection Regulation).

1. Data Controller
The Data Controller is the {exclusive / joint / joint for part of the data} Data Controller of the personal data for which it uses the Processor’s processing activities, who carries out the processing on behalf of the Data Controller. Where the Data Controller carries out joint processing with others, the Data Controller named above represents that it has obtained the consent of the other Data Controllers and is entitled to act on behalf of the other Data Controllers in concluding this data processing agreement in relation to the joint processing.
The Data Controller shall comply with its obligations under the GDPR, including having an adequate legal basis and purpose for the processing and processing only the data necessary to achieve the purpose, and conducting a data protection impact assessment where justified for the processing.

2. Purpose of processing on behalf of the Data Controller (data processing)
Provide the services set out in the Terms of Service (Services).
The nature and subject matter of the processing shall be as set out in the contract concluded between the Parties for the Services (Terms of Services).

3. Categories of persons concerned

· Data Controller's employee data
· Athletes at the Data Controller
· Athletes observed by the Data Controller

4. Personal data processed by the Processor and the type of personal data processed
The Data Controller determines the scope of the data processed in the course of providing the Services within the scope of the type of data offered in the Service. It is the responsibility of the Data Controller to keep the list of data processed by the Processor up to date and to notify the Processor in writing, taking into account that the use of certain functions involving the processing of data is at the discretion of the Data Controller. The following list contains the typical data categories processed. An accurate and up-to-date list is available on the Processor's website (https://talentx.hu/dpa/ ).
· Users' personal data (name, date and place of birth, title, e-mail address, telephone number, identification document details [ID card, tax ID, passport, sport-specific licences], qualifications, authorization levels, files, profile picture, tokens and data for authentication)
· sport-specific training exercises created by users (exercise name, description, coaching points, exercise categorisation, images and files, links, notes)
· Athlete's personal data (name, date and place of birth, gender, nationality, mother's name, address, e-mail address, telephone number, identification documents [ID card, tax ID, passport, sports medical license number and validity, student ID, health insurance ID, bank account number], education, school details, contract category, date and expiry date, athlete's posts, athlete's current club, )
· Athletes' sport-specific attributes (dominant hand/foot, post, talent index)
· Subjective evaluations of athletes (numerical assessment of technical, tactical, mental, physical skills)  
· Data on athletes' career paths (teams, coaches, results achieved)
· Data on athletes' national team participation and national team performances (number of national team matches and national team call-ups, duration, minutes played per match, performance data)
· Data on athletes' subjective performance (training and match evaluations, performance metrics, statistics and analysis, dynamically customisable criteria)
· Athlete’s contact details (name, phone number, title, email address)
· Image, video recording
· Files
· News feed notes
· Data required for requests for absence from school (school name, e-mail address)
· Details of sports associations, clubs (name, address, records, crest, files, contact details)
· Data required for asset registration (name, date of issue, date of withdrawal, files, records)
· Events (name, priority, location, date, participants, comments, files)
· Data from the analysis of athletes' activities (training and match statistics, subjective and objective training evaluation, according to a customisable set of criteria)
· Data from sport-specific observations and analyses
· Dormitory and school records (record of tardiness, absences, awards)
· Athlete progress data (training and match statistics)
· Sport-specific data for the observation, analysis and evaluation of matches and training
· Team data (players, coaches, training and matches of the team, statements, statistics on the team's performance)
· IP address and login details of logged in users
· Log files of activities performed by users
· Errors and queries reported in the Request help section (name, phone number, email address, date, description of the error)
· API keys, tokens
· Password and login details
Special data:
· Athlete medical history (injury history, injury mechanism, injured body part, nature of injury, injured side, injury circumstances, files, records)
· Data on the rehabilitation of athletes (records of rehabilitation training sessions, dates of training sessions, exercises)
· Data on physical characteristics of athletes (body composition data, anthropometric measurements, estimated age, subjective and objective parameters)
· Athletes' medical fitness data (medical records, files)
· Data on the objective performance of athletes and teams (sport-specific motor assessment data, physiological assessments, human biology assessment data, functional and musculoskeletal screening data, maximum force measurements, GPS/LPS-based measurements, data from various biomechanical measurements, data from various sport-specific measurements and tests, metrics)

5. Types of data processing activities

Collecting, recording, classifying, structuring, structuring, storing, transforming or altering, retrieving, consulting, using, disclosing, transmitting, disseminating, coordinating or combining, restricting, erasing, destroying by automated means

6. Duration of data processing

Unless otherwise specified by the Data Controller in written instructions, the duration of the processing is the duration of the contract between the Processor and the Data Controller for the provision of the Services, with the deletion of the data taking place within 30 days of the termination of the Services.

7. The Data Controller's right to instruct

The Processor shall process the processing in accordance with the written instructions of the Data Controller, including the transfer of personal data to third countries. 
If the instructions of the Data Controller would be incompatible with the Service provided by the Processor, the Processor shall bring this to the attention of the Data Controller. The parties shall promptly agree on the instructions and if the Data Controller maintains its instructions unchanged, the Processor shall be entitled to terminate the contract for the Services in writing with immediate effect. If a data breach is pending at the time of termination of the contract, the Processor shall, in respect of that breach, do all that is required by law in relation to that breach, irrespective of the termination of the contract.
The Data Controller's instructions are set out in this contract and, in the case of transfers to third countries, in the signed EU SCC.

8. Other Processors
In this contract, the Data Controller authorises the Processor to use additional Processors (sub-processors), who are also bound by the obligation to notify the Data Controller of the involvement or replacement of the additional Processor, giving the Data Controller the opportunity to object to these changes. 
The Data Controller may communicate any objections to the involved or replaced sub-processors to the Processor in writing within 5 working days of the notice and shall state the grounds for the objection in its reply. If no objection is received within this period, it shall be deemed to be an approval to use the sub-processor.
The Processor is responsible for any additional sub-processors it involves.
A list of approved and non-objected (and thus approved) sub-processors is provided in Appendix 1.

9. Data deletion
Upon termination of this data processing contract, the Processor shall permanently delete from its own systems all access rights and other rights granted to the Processor that allow the Processor to access the personal data of the Data Controller. The Processor shall act in the same way in respect of the rights granted to the Data Controller in relation to the Services provided by the Processor under the Terms of Service. 
If the Data Controller instructs the Processor to delete the data before the termination of the contract for the Services, the Processor shall carry out the deletion.
The Processor shall permanently delete the data processed by it on its own equipment and systems and, in case of a prior instruction from the Data Controller, return the data to the Data Controller in the agreed format within 45 working days. Unless otherwise agreed in writing by the parties, data of the structured (.sql) or (.csv) type files downloaded from the database, which can be opened from a spreadsheet or other word processing application. The return will be made in the structure of the stored folder for the stored files.
The Processor is not entitled to delete data at the request of the data subject. 
The Data Controller shall, at the request of the Processor, provide confirmation that the Processor can carry out the erasure.


10. Transfers to third countries
The Data Controller shall obtain the consent of the data subjects where this is necessary for the transfer of data.
Where the Processor transfers personal data outside the European Economic Area to a country that has not been designated by the European Commission as an adequate protection country (third country), the following provisions shall apply.
For transfers of Personal Data outside the European Economic Area ("EEA"), the Processor will apply the General Terms and Conditions (EU GTC) approved by the European Commission or other data transfer mechanism adopted by the Commission. The EU GTC terms and conditions are available at: https://eur-lex.europa.eu/eli/dec_impl/2021/914/oj 

The data protection role of the data importer and exporter determines the applicable EU SCC module. In the case the Module 4 applies, it is the responsibility of the third country Data Controller to take into account the mandatory data protection requirements of its own country and, if requirements under the applicable law arise that require a modification of the contract, to contact the Processor without delay and inform it of the applicable requirement. The parties will then negotiate in good faith to amend the contract, resulting in an amendment or termination of the contract.
The Data Controller in the third country represents that at the time of the conclusion of the present contract, it [is] not aware of any such condition. 
The Data Controller shall be responsible for providing information and ensuring data protection in compliance with the laws of its own country.
In case of any discrepancy between this contract and the Model Contract (EU SCC), the Model Contract shall prevail.

11. Confidentiality
The Processor shall not disclose the Data Controller's personal data, except to its approved sub-processors, to third parties unless it is entitled to do so under this contract or is authorised to do so by the Data Controller or required to do so by law.
The employees and sub-processors of the Processor are bound by confidentiality obligations. The Processor shall apply the information security rules under this contract in order to keep personal data confidential.

12. Assistance to the Data Controller
The Processor shall assist the Data Controller in fulfilling its obligations in relation to data subjects' rights, data protection impact assessment, data security, personal data breaches, data breach investigation and reporting. 
If the Data Controller has to respond to requests from data protection authorities or data subjects, or if the Authority opens an investigation that affects the Service or this processing contract, the Processor shall provide the necessary information and assistance, regardless of the termination of this processing contract.
The Processor shall assist the Data Controller in the migration of personal data to other processors or Data Controllers as determined by the Data Controller.
In connection with the assistance, the Processor may charge an hourly rate of 100 euros per hour and shall invoice the Data Controller on a monthly basis for the tasks thus incurred, and the Data Controller shall pay it in accordance with the conditions set out in Section Charges and Payment of the Terms of Service.
In the event that any data subject contacts the Processor with a question or request concerning the processing (e.g. erasure), the Processor shall immediately notify the Data Controller and inform the data subject in a documentable manner (e.g. by e-mail) to contact the Data Controller regarding the request.
13. Audit, control
The Processor shall also permit and cooperate with the Data Controller in the event of an audit by the Data Controller or its agent during on-site inspections, which shall constitute assistance under point 12. Special rules may apply to the conduct of the audit in the data centre of the hosting service provider used by the Processor, which shall be taken into account by the Data Controller during the audit.
The Data Controller shall make available, upon request, the documents of the audit of the information security measures applied by the Data Controller. 
The Data Controller shall notify the Processor of the planned on-site audit prior to the start of the audit and, if possible, coordinate the date of the audit.
The audit shall be carried out by the Data Controller in such a way that, as far as possible, it does not interfere with the fulfilment of the obligations of the Processor towards other Clients and Data Controllers. Where the Data Controller employs a third-party auditor (an agent), the agent shall not be a competitor of the Processor. The agent shall be bound by the Data Controller by obligation of confidentiality, and shall not disclose or make available to third parties the information obtained, unless compelled to do so by a legal or regulatory provision.
The Processor shall keep accurate and up-to-date records of the processing of personal data in accordance with the provisions of the GDPR and shall provide the Data Controller with information on the receipt and transmission of the data upon request.
The Processor shall cooperate in audit or investigation procedures initiated by supervisory authorities.

14. Data protection incident

The Processor shall notify the Data Controller without undue delay (within 24 hours at the latest) if it becomes aware of a personal data breach of the Data Controller during the term of this Data Processing Agreement.
The Data Controller may instruct the Processor in this contract to investigate the incident upon becoming aware of it and to take such measures as are necessary to deal with the incident in respect of the processing carried out under this contract. The Processor shall notify the Data Controller of such steps. The Processor shall assist the Data Controller in investigating and taking the necessary measures in relation to the Incidents, which shall be deemed to be assistance under Section 12.
The notification sent by the Processor to the Data Controller shall also include the following additional information or information specified by the Data Controller: 
(a) 	a description of the personal data breach and its circumstances, the categories and number of data subjects involved; the likely cause of the personal data breach, the specific time of the personal data breach; the categories and amount of personal data involved; the nature of the personal data involved and the physical location of the personal data breach and the systems and data carriers involved;
(b) 	a description of the measures recommended to mitigate the adverse effects of the data breach;
c) 	the likely consequence and potential risk assessed by the Processor that a personal data breach may cause to data subjects;
(d) 	any other relevant information

15. Technical and organisational measures, Data Security
The Processor shall apply appropriate technical and organisational measures in relation to the processing it carries out on behalf of the Data Controller in accordance with Section 2 of Annex 1.

16. Contacts and Data Protection Officer
The contact persons acting on behalf of the Parties in relation to this contract are:
On behalf of the Data Controller:
{name, title}
E-mail: [*] 
Phone number: [*]
{Name and contact details of the Data Protection Officer - if appointed} 
On behalf of the Processor:
Péter Juhász, Managing Director
E-mail: peter@doneit.hu 
Phone: +36 70 612 9997
ProperProcess Kft
1025 Budapest, Szépvölgyi út 52
Data Protection Officer
E-mail: info@properprocesskft.info.hu
Telephone number: + 36 70 336 9180
The Parties shall notify each other immediately of any change or temporary replacement of contact persons. The change shall not require any amendment to the contract. In case of a data breach, the Data Controller shall send the notification to the Processor at the following address: [*]
The foreign contracting party represents that it understands the Hungarian language, that it has fully understood the provisions of this contract and that it signs this contract as an indication of its agreement after having consulted the contract. 
Cd: ……………………. 2024.

____________________________				____________________________
Processor						Data Controller	
Done IT Innovations Kft.					[*]	
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